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ABSTRACT

This paper deals with an enhanced technique for robust image
watermarking in the DCT domain. The technique is based on
embedding watermark information in the middle frequency
band of the DCT blocks. Handwritten signature is used as the
watermark information which is embedded multi-times in the
host image; before each insertion process a different shuffle
operation is applied to the watermark. This shuffle process
ensures that no spatial correlation exists between the host
image and the multi watermark copies. This provides more
protection against cropping attacks. The enhanced technique
with shuffle operation is proved to be more robust than
existing DCT based techniques. The new scheme is blind and
does not require the original host image for watermark
extraction.

Index terms—Image processing, DCT, Watermark.
1. INTRODUCTION

Many authors are concerned of distributing their work in
fear that it may be copied illegally or represented as
another’s work [1]. Authors can claim the ownership of
such digital media by embedding additional information
and only distribute the media that contains this
information.  The embedded information, such as
copyright, license and authorship is known as watermark
[1]. A digital watermark can be described as a visible or
preferably invisible identification code that is
permanently embedded in data [2]. Visible watermarks,
by nature, are more intrusive to the media and act to deter
theft of the media, such as a warning sign announces an
alarm system even if one does not exist. Examples of such
watermarks can be seen easily on most network television
stations by the station’s logo in the corner of viewable
screen. These watermarks are typically confined to an
area of the image, which is less intrusive to the overall
image. Attackers have a visible target and can remove the
watermark by cropping the image [1].

Invisible watermarks have an advantage over visible
watermarks, in that their location may be unknown. A
common practice is to distribute the watermark (or
watermarks) across the entire image [1]. Attacks on the
watermark may not necessarily remove the watermark,
but disable its readability. Attackers usually use different
image processing techniques and various transformations
to destroy the watermark [3]. Multiple watermarks can be
placed in an image to increase the robustness.
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Digital watermarking techniques can be classified into
two general categories based on the used domain the first
category methods are using the spatial domain while the
second category methods are using the frequency domain.
Discrete cosine transform (DCT) is a common used
transform for embedding a watermark [4-8]. Using the
DCT an image can be split up in frequency bands and the
watermark can conveniently be embedded in the middle
band frequencies. This approach can survive different
attacks [4, 5].

Most of the watermarking techniques use logos or images

with text information as watermark. Recently handwritten
signatures were used [6,7]. However, the algorithms used
were incomplete i.e. they require the original image to
extract the watermark. One powerful technique for robust
complete invisible watermarking is presented in [8]. In
this technique, the binary watermark information is
embedded in the middle-frequency band of the DCT
domain. Eight watermark bits are embedded into 16
middle-frequency-band DCT coefficients of the host
image. This allows embedding several copies of the
watermark information into the host image. Although the
proposed technique in [8] has proved to be robust for
many attacks such as horizontal cropping, compression
and low-pass filtering operation, it can not survive any
significant non-horizontal cropping attacks. The reason is
that there is spatial correlation between the host image
sub-blocks and the sub-blocks of the watermark copies.

In this paper, a modified scheme based on the technique
in [8] and uses handwritten signatures is presented. In the
proposed technique the watermark is shuffled before each
insertion process. The shuffle scheme is different in each
iteration, so that each watermark copy will occupy
different arrangement of the 8x8 host image sub-blocks.

2. PROPOSED ROBUST IMAGE
WATERMARK

The proposed watermarking scheme is based on the
possibility of embedding multi copies of the same binary
watermark in the host image. Each watermark copy is
differently shuffled before the embedding process. A
flow-graph of the proposed algorithm is shown in
Figure 1. The embedding algorithm used is the one
presented in [8] where the watermark data are essentially
embedded in the middle band of the DCT-domain to
make a tradeoff between visual degradation and
robustness. No original host image is required for
watermark extraction.
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Figure 1. A flow-graph of the proposed watermarking
scheme.

3. EMBEDDING ALGORITHM

The proposed embedding algorithm is based on hiding
watermark bits into the middle frequency band of the host
image DCT using 8x8 blocks. Sixteen mid-frequency
band coefficients of the 8x8 DCT sub-block are used to
hide 8 watermark bits. The used sixteen DCT coefficients
of one 8x8 sub-block is shown in Figure 2. Each two
horizontal DCT coefficients are used to hide one
watermark bit

.

Host Image 8x8

Left Coef. -

Right Coef

‘ 16 Mid Band coefficients of One Block ‘

Figure 2. Mid band frequencies in one 8x8 bock in the
host Image

The embedding of one watermark bit in the host image

can be made after Reshape the binary watermark as a

vector and apply the following steps:

(1) Extract the watermark bit

(2) Calculate the DCT of the Host image

(3) Calculate the average of each two horizontal
adjacent coefficients in the mid band frequencies for
each 8x8 sub-block (see Fig. 2)

Average=( Left_Coef +Right_Coef)/2
(4) The embedding equation can be defined as follow :
w=1 Left_Coef=average-Delta
Left_Coef =average+Delta

Mid band = . ()

w=0 Left Coef =average+Delta
Left_Coef =average-Delta
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Where Delta is a constant quantity and w is the
watermark bit to be embedded.

The previous embedding steps are shown in Figure 3

Reshape(1:N)

DCT Block
Based 8x8

Embedding Process as Equ. (1) ‘
Read w

All Host Blocks
Processed?

‘ Watermarked Host Image ‘

Figure 3. A flow graph representing the embedding
steps.

The one-bit embedding operation is repeated to embed 8
bits in one 8x8 sub-block. Then the operation is repeated
till one complete watermark is embedded in portion of the
host image. The whole operation is repeated to embed the
other copies of the same watermark. The number of the
watermark copies that can be embedded in the host image
depends on sizes of both the watermark and the host
images. Each bit of the watermark w was embedded into
the desired sub-block of the host image. Numbers of
watermark copies that can be embedded can be given by:

Wi= NHB/NWB (2)

Where WI is the number of watermark copies, Nyg is the
number of 8x8 host image blocks and Nyg is the numbers
of 1x8 watermark blocks after reshaping.

4. RECONSTRUCTION ALGORITHM

The watermark information w can be extracted by the
following steps

(1) Perform DCT transform for the watermarked
host image

(2) Indicate the 8x8 sub-blocks that carry the same 8
bits of the watermark copies

(3) Indicate the two coefficients (right one and the
left one) in each sub-block that carry the
watermark information

(4) Calculate the summation of indicated right
coefficients of the indicated 8x8 sub-blocks

(5) Calculate the summation of indicated left
coefficients of the indicated 8x8 sub-blocks

(6) Form the resultant summation watermark w as
follows :
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If (Sum of Right-Coefs)>Sum of left-coefs)

Then w=1
...(3)
If (Sum of Left-Coefs)>Sum of Right-coefs)
Then w=0

The block diagram of the extraction process is shown in
Figure 4.

l Watermarked Image ‘
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| DCT Block Based 8x8 |

Extraction Process
as Equ. (3)

Write w to reconstruct
watermark

All watermarked bits
reconstructed?

l Reconstructed Watermark ‘

Figure 4. A block diagram representing the extraction
process

This watermarking scheme can survive horizontal
cropping provided that the cropped image contains at
least one complete watermark. If non-horizontal cropping
is applied, the cropped host image will not contain one
complete watermark and a degraded watermark will be
extracted. To reconstruct the original watermark, a
shuffle scheme for watermark copies must be applied in
the embedding process.

5. SHUFFLE SCHEME

A shuffle scheme is applied for each watermark copy
before embedding as shown in Fig. 1. Different shuffle
schemes could be applied. Simple shuffle technique is to
reshape the watermark copy as vector and shift the vector
by different shifts before the embedding process. The
shift operation must be in cyclic way. The number of
watermark shifted bits depends on the host image size and
watermark size. It can be calculated as follows:
Wsg= Zym /WI )]

Where Wgg is the number of watermark shifted bits, Zyy, is
the size of the watermarked image and finally WI is
the number of watermark copies to be embedded in the
host image.

The watermark information can be retrieved by using a
reverse process to the shift scheme which has been
applied in the embedding process. This will yield the
original bits order. Although the proposed shuffle scheme
is applied for the technique presented in [8] to improve its
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performance for non-horizontal cropping attacks, it may
be applied also for other techniques such as the one
presented in [9] and [10] that allow the possibility of
embedding multiple copies of the watermark in the host
image. It is worth to mention that although the proposed
scheme is blind since it does not require the original host
image for reconstruction, but it requires information such
as the sizes of both host image and watermark image.

6. RESULTS

To test and verify the robustness of the new proposed
scheme the watermarked image is attacked by cropping
and JPEG compression. “Lena” gray level image of size
512x512 is used as a host image and a binary
handwritten signature of size 96x64 was used as the
watermark as shown in Figure 5. A comparison between
the technique presented in [8] and the proposed new
scheme is conducted in Tables (1), (2) and (3). The
similarity measurement between the original watermark
and the extracted watermark is illustrated using the Mean
Square Error which provides objective judgment of the
extracting fidelity

(a) (b)
Figure 5 . The original host image “Lena” (a), and the
watermark hand written signature (b).

Table 1 Shows the MSE values and remaining ratios of
the watermarked “Lena” after cropping. The water mark
can still be fully recovered with MSE=0 having the
horizontal and non horizontal cropped area up to 75% of
the original image. Also, the results illustrated in
Tablel(c) proves that the watermark cannot be fully
recovered without the shuffle scheme MSE=0.0540,
MSE=0.0562 and MSE=0.0563 respectively. Table 2
and table 3 demonstrates the effect of the JPEG
compression at various levels of quality factors and show
the Mean Square Error MSE of the retrieved watermark
with the shuffle scheme (Table 2) and without the shuffle
scheme (Table 3).

Tablel:

(a): Host image
cropping

(b): Result of
cropping with
shuffle scheme

(c): Result of
cropping without
shuffle scheme

50% Vertical

MSE=0 MSE=0.0540
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horizontal cropping and jpeg compression. The new
: scheme is blind and the watermark can be extracted
¥ without the original image. The results show that this
proposed technique survives powerful horizontal and
non-horizontal cropping attacks while maintaining
excellent robustness against compression and invisibility
qualities.

Sy

MSE=0
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7. CONCLUSIONS
An enhanced invisible robust watermark algorithm has
been presented. The new technique used handwritten
signatures as the watermark image. The new technique
was used on images with a ratio of host image and
watermark image sizes that allows multiple copies of the
watermark to be embedded. The scheme provides high
robustness against attacks such as horizontal and non-
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